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ARMY WEAPON SYSTEMS SURVIVABILITY

FOREWORD

In an address to the 45th Annua Meseting of the Association of the U.S. Army, 12 October
1999, Army Chiegf of Staff, Generd Eric K. Shinsski articulaied his vision for the Army as
soldiers on point for the nation trandforming the most respected Army in the world, into a
drategicdly responsive force that is dominant across the full spectrum of operations. His god is
to deliver a combat capable brigade anywhere in the world in 96 hours, a divison on the ground
in 120 hours, and five divisons in 30 days. Generd Shinseki envisons providing the agility and
the versatility to trangtion rapidly from one point on that spectrum to another with the least loss
of momentum. He has chdlenged the Army to find and prioritize solutions that optimize
gndler, lighter, more lethd, yet more relidble, fud-efficient, and more survivable options. To
that end, the Army will seek the best combination of technologies that will provide survivahility
through low observable, bdligic protection, long-range acquisition, deep targeting, early attack,
and firgt round kill & smdler cdiber solutions.

The survivability functiond aeas described @bove contan tutorids on  survivahility
consgderdtions to assst Army combat developers and decison makers in making the hard
decisons on sysem sdections supporting the Army vison. They aso describe the naure of
aurvivability and lethdity andyss and they contan information on how to obtain more detailed
information that will asss in obtaning technicd assdance in resolving survivability and
lethdity issues. We hope that you find these tutorids to be vauable and informéative reference
Sources.

Comments and/or questions regarding this document should be directed to the Survivability/
Lethdity Analyss Directorate, U. S. Army Research Laboratory, ATTN: Mr. Connie Hopper,
White Sands Missle Range (WSMR) 88002-5513. Telephonee DSN 258-7952 or Commercid
(505) 678-7952.

SECTION |
SYSTEM SURVIVABILITY ASPART OF THE ARMY VISION

A DIFFERENT KIND OF ARMY IN A DIFFERENT AND DANGEROUSWORLD

The world environment has changed fundamentaly from the former bipolar environment of
the Cold War. “The world remains a dangerous place full of authoritarian regimes and crimina
interests whose combined influence extend the envelope of human suffering by cregting haves
and have-nots. They foser an environment for extremism and the drive to acquire asymmetric
capabilities and weapons of mass destruction. They dso fud an irrepressble human demand for
freedom and a grester sharing of the better life. The threats to peace and stability are numerous,
complex, oftentimes linked, and sometimes aggravated by naiura disaster. The spectrum of
likely operations describes a need for land forces in joint, combined, and multinationd
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formations for a variety of missons extending from humanitarian assgtance and disaster rdief to
peacekeeping and peacemaking to mgor theater wars, including corflicts involving the potentid
use of wegpons of mass dedruction. The Army will be responsve and dominant & every point
on that spectrum. We will provide to the Nation an aray of deployable, agile, versdtile, lethd,
aurvivable, and sudainable formations, which are affordable and cepable of reversng the
conditions of humen suffering rapidy and resolving conflicts decisvely. The Army's
deployment is the suret dgn of Americds commitment to accomplishing any misson that
occurs on land.”*

Today, and in the foreseesble future, the spectrum of likely military operations ranges from
sugtaining and support operations (SASO) to small-scale contingencies (SSC) to maor theater
war (MTW) asshown in FigureI-1. The Army plansto develop the capabiility to be Srategicaly
regponsve and capable

Morestrategically responsive and capablein meeting requirements  for

meeting requirements for small scale ~_ andl-scale contingencies

contingencies (SSC) without compromising |~ “=s . -

our sustaining & support operations (SASO) |~~~ without oompr_omlsng our
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e = objective force is a rapidly

deployable combat brigade
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- that:
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* IS capable of determining the
» outcome;

-in gability and support
operations, is the guarantor
combat force, and

-inMTW, canfight as part of
Figurel-1. Full Spectrum Force- Strategically Responsive the Divison.
and Dominant.

As witnessed in Somdia, some missons may begin benignly, but can suddenly become
highly dangerous for our <oldiers due to inherent uncertainties and/or redrictive rules of
engagement. In some scenarios, our soldiers may not have the authority or cgpability to firefirg.

Ther lives may depend soldy on the levd of protection our technology provides. It does not
matter what the current intentions of the countries are.  If we have learned any lesson from
higtory, it is our inability to accurady predict the current or future intentions of most nations.
Any country that might become our adversary next year or 10 years from now can acquire world-
class, highly effective wegpons on the globa market. The U.S. Army must possess the ability to
deploy capable and survivable military forces that can accomplish the broad variety of tasks they
may be asdgned. Sysem survivability must encompass threats that run the gamut from the
crude to the sophisticated—from homemade booby traps to remotely launched "smart” missles.

Over the next decade, there is every indication that weapons and weapons technology will
proliferate a an even greater pace. During the Cold War, both the North Atlantic Treety
Organization (NATO) and the Warsaw Pact made some efforts to keep sengitive wespons
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technologies from fdling into the hands of the other sde or third paties. With the reduction of
tensons between NATO and Eastern Europe countries, and the dissolution of the Warsaw Pact,
less redtricted and more vigorous internationd arms saes may permit countries with regiond
agoirdions to acquire very sophigicated, highly lethd wegpons. The effectiveness of
sophisticated American weapons during the Gulf War is a lesson not lost on the countries of the
world. Among the capabilities they hope to possess are smat weapons and munitions that
markedly improve the wegpons accurecy, as wdl as dlow them to be fired from greater
distances. Ancther emerging threat will be improved reconnaissance and survellance. These
countries understand that one of the keys to increased lethdity in modern warfare is early target
acquistion. Also, the great advantage U.S. forces currently possess during periods of limited
vighility may be chalenged. Forward-looking infrared (FLIR) technology of incressing
sophidtication is available on the world's markets.  Other Sgnificant thrests are the possible
employment of wegpons of mass dedruction, information warfare, terrorism, or other
asymmetric means againg our forces. We can depend on our future adversaries to use their most
effective weapons againgt our most vulnerable points.

The survivability and lethdity of maeid and <oldiers is a criticd pat of misson
accomplishment, whether the misson is peacekeeping or war. Department of Defense (DOD)
Regulation 5000.2, “Mandatory Procedures for Maor Defense Acquisition Programs (MDAPS)
and Mgor Automated Information Sysem (MAIS) Acquistion Programs” and Army
Regulaion 70-75 "Survivability of Army Personnd and Materid” require that survivability of
Army systems be addressed throughout the acquistion process. These laws and regulations
notwithgtanding, public expectations, heightened by the blow-by-blow media coverage during
Operation Desart Storm, and the Army's own expectations for decisve battles, low casudties,
and low collaterd damage have brought increased emphasis on how the Army addresses system
survivability, lethdity, and vulnerability.

THE SURVIVABILITY CHALLENGE

“We will derive the technology that provides maximum protection to our forces a the
individual soldier level whether that soldier is disnounted or mounted.”! The gods of increased
aglity and deployability will require technological solutions that optimize sysem Sze, weght,
lethdity, and survivability. Survivability solutions  will  require the best combination of
technologies that will provide low observable, bdlistic protection, long-range acquisition, deep
targeting, early attack, and first round kill a& smdler cdiber solutions. As an example, the use of
anything to increese system survivability may be condraned in terms of adding to sysem
weight. This is paticulaly true for baligtic armor, but even more advanced approaches to
protection, such as reactive armor, active protection systems, or even eectronic protection
measures, may impose some additiond weight requirements on the system design. These can be
both direct and indirect (e.g. increased eectricd power requirements for defensve measures
could mean bigger, heavier power-generation and/or storage subsystems). Increased armor could
require heavier automotive and suspension systems).

By itdf, the necesdty to minimize friendly casudties and pressrve misson essentid
equipment in the face of increased thrests and hodtile environments is a difficult challenge. But
to do so, while reducing the weight of sysem designs and in a less than robust funding
environment, is especidly chdlenging.



WHAT DOESIT TAKE TO BE SURVIVABLE?

There are many things the Army does tha contribute to the survivability of its forces,
wegpons systems, equipment, and soldiers. Almogt dl efforts done well in the areas of doctrine,
traning, leader development, organization, materid, and soldiers (DTLOMS) will have an
impact on survivability. The soundness of our docirine, redism of our training, competence of
our leaders, the equipage and mix of our forces, and the inteligence and toughness of our
soldiers dl contribute to minimizing friendly losses. In a somewhat more specific sense, the
following capabilities dl affect the survivability of U.S. forces systems equipment, and
soldiers.  drategy; mobility; tactics, techniques, and procedures (TTP); information dominance
and dtuationd awareness, operding insde the enemy’'s decison loop; concedment and
deception; disperson of forces, and equipment reconditution. And, of course, damaging and
destroying enemy forces before they can drike, particularly without reveding friendly forces
locations and dispositions, have a sgnificant effect on the survivability of friendly forces.

Notwithstanding the vauable contributions of al these dements, having inherently survivable
wegpons systems, equipment, and soldiers is 4ill very important to the survivability of U.S.
forces. The focus of this document is the issue of survivadlity a the sysem levd.
Opportunities to ensure the adequacy of the survivability of new weapons systems and enhance
the survivability of exigting oneswill occur as the Army continues to modernize.

SURVIVABILITY DEFINITIONS

Survivability is defined as "The cagpability of a sysem and crew to avoid or withstand a man
made hodile environment without suffering an abortive imparment of its ability to accomplish
its designated misson.”? The roles and responsiilities for soldier survivability are defined in
Army regulations. These regulaions define soldier survivability in “sysem” and “soldier” terms
asfollows

System. The characteristics of a system that can reduce fratricide, as well as reduce
detectability of the soldier, prevent atack if detected, prevent damage if attacked, minimize
medical injury if wounded or otherwise injured, and reduce physical and mentdl fatigue.

Soldier. Those characteristics of soldiers that enable them to withstand (or avoid) adverse
military action or the effects of natura phenomena that would result in the loss of capability to
continue effective performance of the prescribed mission.®

The key words in the survivability definition in DoD 5000.2-R are “to avoid or withstand.”
These are measures of a system's susceptibility and vulnerability to the hogtile environment.

Susceptibility is defined as “the degree to which a weapon system is open to effective attack

 U.S. Department of Defense Regulation, Mandatory Procedures for Major Defense Acquisition Programs
(MDAP) and Major Automated I nformation System (MAIS) Acquisition Programs (DOD 5000.2-R), Washington,
DC, 1 January 2001.

3 U.S. Department of the Army. Manpower and Personnel Integration (MANPRINT) in the System Acquisition
Process, AR 602-2, Washington, DC, 10 January 1995.



due to one or more inherent wesakness. (Susceptibility is a function of operationd tactics,
counter-measures, probability of enemy fidding a threet, etc.). Susceptibility is consdered a
subset of survivahility.”? Susceptibility can be divided into three general categories of threet
activity: (a) detecting, identifying, acquiring, and tracking; (b) launch or firing; and (c) munitions

impact or detonation. Susceptibility of a wegpon system is influenced by such features as the
sysem design (eg., Sgnature and maneuverability), tactics used (eg., terran masking to avoid
detection), and survivability equipment and wegponsit carries (e.g., €ectronic countermeasures).

Vulnerability is defined as “the characteristic of a system that causes it to suffer a definite
degradation (loss or reduction of capability to perform its desgnated misson) as a result of
having been subjected to a certain (defined) level of effects in an unnaturd (man-made) hogtile
environment.  Vulnerability is considered a subset of survivahility.”? Vulnerability is determined
by the system's design and any features tha reduce the amount and effects of damage when the
system takes one or more hits.

SURVIVABILITY ASTHREAT AVOIDANCE
Survivability is based primarily on avoidance, as shown in Fgure 1-2 (i.e, avoid being

detected; if detected, avoid being acquired as a target; if acquired as a target, avoid being hit; if
hit, avoid being damaged; if damaged, avoid being killed).

Susceptibility Reduction
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Figurel-2. Threat Avoidance Categories.

Detection Avoidance. Detection avoidance includes dl the technologies and methods used to
suppress the Sghts, sounds, and images normally associated with aircraft. Making systems
harder to find makes them harder to kill while substantidly increasing their lethdity. Greet gans
in survivability and lethdlity are achieved due to detection avoidance technologies, but these
technologies are dso normaly the highest in cost to develop, integrate, and maintain.




Hit Avoidance. Hit avoidance refersto technologies that dlow a system to avoid being
hit by aweapon &fter it has been detected by the enemy. Hit avoidance includes avoidance of
both acquisition and tracking by enemy fire control, and interception by enemy wegpons. Most
hit avoidance technologies are not stand-aone; they are integrated into systems that deflect,
disorient, or defest the threat.

Damage Avoidance and Tolerance. After being detected and hit, a system may be
unable to prevent penetration. 1t may instead rely on damage avoidance. Damage avoidance
may be accomplished through the use of ballistic shielding, dectronic and nuclear, biologicd,
and chemica (NBC) filters, overpressure, redundancy and hardening of critical subsystems.

Kill Avoidance. Kill avoidance technologies permit a system and its personnel to live
and fight another day after being detected, hit and damaged. These technologies include NBC
protection systems, ammunition and fuel compartmentation, fire suppression, spall and nuclear
shielding, optics and dectronics hardening, ballistic shock protection, critica component
redundancy, component separation, and shielding of critical components with less critica
components.

Mathemeatically, the probability (P) of surviva can be expressed asfollows:

P(Survivability) = 1 - {P(Detection) « P(Acquisition given Detection) ¢ P(Hit given
Acquisition) « P(Damage given Hit) « P(Kill given Damage)}.

This set of conditions has been fundamentdly true since the beginning of warfare. What has
changed over time is the probability of occurrence of each of the dements in a given st of
cdrecumgances. If any dement of survivability (avoidance of detection, acquigtion, hit,
penetration, and kill) can be improved, then the overal probability of survivd isincreased.

SOLDIER SURVIVABILITY CHARACTERISTICS

The individud soldier continues to be the focus of the close fight. Soldiers as land and
arcrew members are dso centrd to the effective performance of dl manned wegpon systems.
Draméatic improvements in war-fighting capabilities will occur by improving/enhancing soldier
aurvivability in two primary ways (1) by desgning a better soldier system for land and ar
operations and (2) by ensuring dl weapon systems incorporate systems design characterigtics to
enhance soldier survivability. Soldier survivability characteristics are those which:

SURVIVABILITY ANALYSIS

It is possble to reduce a wegpon system’s vulnerability to one or more specific threats but
inadvertently increase the vulnerability to one or more other threats. Thus, it is essentid that the
effects of dl threats on a sysem be examined in an integrated manner. It is aso essentid that
survivability enhancement recommendations be andyzed and tested for effectiveness of ther
intended purpose and ther compatibility with other agpplications. The Army’s sysem
survivability, lethdity, and vulnerability (SLV) anadyss process is a comprehensve, integrated
process that determines if the plan for a new sysem, a modification to an exising system, or an
Equipment Change Proposd (ECP) enhances survivability or reduces vulnerability or
susceptibility.  The Army’s principd organization for peforming this type of andyss is the
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Army Research Laboratory's Survivability/Lethaity Andyss Directorate (ARL SLAD). More
detalled informetion on this organization, its capabilities, and how to contact them are presented
in Section 1.

The survivability of a component, subsysem, or the entire sysem may change during the
various phases of the sysem’s life cycle. Some of these changes are a result of changes in be
desgn, changes in the manufacturing techniques, or changes in the find materids. For example,
the adverse effect of a long rod penetrator againgt an armored vehicle might be lessened with the
addition of a paticular spal liner. Doing this may lead to the assumption that the survivability
of the armored vehicle has been improved. If, however, it turns out that the spal liner materia
emits a toxic substance or easly results in a catastrophic fire when penetrated by a shaped charge
jet, the survivability of the armored vehicle may have been incressed in one respect (i.e, long
rod penetration) while inadvertently decreased in other respects. A properly conducted
integrated survivability andyss would reved the dilemma so tha corrective action could be
taken before an origind enhancement was implemented.  While a proposed survivability
enhancement may appear very promisng in theory, it is essentid that qudified scientists and
engineers pearform a rigorous survivability andyss so that the overdl survivability of the system
can be determined based on the best information avalable. The process of peforming a
comprehensve SLV analyss is complex, detailed, and can extend over a period of many years.
An oveview of a generd SLV andyss, with some of the steps and parameters that must be
considered, is presented in Section |1.

REDUCING RISK EARLY

While the importance of survivability throughout sysem deveopment is generdly recognized
and accepted, in redity, survivability efforts are as much or even more beneficid when agpplied
prior to the edablishment of a “formd” sysem. The overdl cost of a sysem is dgnificantly
reduced when survivability is “built-in” rather than "added-on," as indicated in Figure 1-4.
Congderable impact on the survivability of an eventud system can and should be effected during
stience and technology (S&T) developments, concept studies, and warfighting experimentation.
A mgor Army initigtive that can have a sgnificant impact on survivability (as wel as RDA) is
the ealy insation of the Army warfighting experiments (AWES) for advanced technology
demondrations (ATDs) and advanced concept technology demondrations (ACTDs), if
survivability condderations are part of the AWE. Because 90% of RDA costs can  be influenced
by decisons made before Milestone I, it is imperaive that we make the right decisons early.
Risk reduction during the later phases (eg., EMD) is much more expensve. Reducing risk early
can be accomplished through various methods to include the aforementioned AWES, ATDs, and
ACTDs, as wdl as a greater use of modding and smulation (M&S). M&S can include live
gmulaions and fidd trids, condructive smulations, and didributed virtud sSmulations.  The
live amulations and fidd trids use "red soldiers’ and "red units' in a tacticaly competitive
environment. The condructive smulations and didributed virtua Smulations can replicate the
combined ams battlefidd with increesng fiddity. The results of these gmulations serve to
speed up the development cycle by better determining the benefits and shortcomings of a system
before the commitment of greater resources.

For the full benefit of survivability efforts to be redized, they must be aggressvely pursued
not only during system development, but dso early in the consderations for any P3l program,
system modifications such as ECPs, or purchases of COTS. It is essentid that survivability be
congdered throughout the acquisition cycle.
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Figurel-4. Life-Cycle Cost.

Reduce Detectability of the Soldier. Prevent the visud, acoudtic, €ectromagnetic, infrared/
theemd, radar detection by the enemy of individud soldierss mounted or dismounted.
Detectability reduction could include the use of low-observable technology, smoke, training, and
doctrine.

Prevent Attack on the Soldier, if Detected. Methods of preventing attack include using decoys
and warning sensors for bdligic and NBC atacks and employing maximum effective ranges of
friendly wegpons outsde the enemy’ s maximum effective range.

Prevent Bodily Damage, if Attacked. This component includes protecting the soldier from
traditiond insults such as bullets, shrapnd, blast, and thermd; and preventing damage from
chemicd agents, biologica agents, nuclear, and laser, high-powered microwave and acoustic
sysems.  Further, the soldier should be protected from natura phenomena such as temperature
extremes or deep water. Measures for preventing bodily damage include armored compartments
for mounted <oldiers, fire suppresson systems, bdligsic protection jackets, nonflammable
fabrics, chemicd protection clothing, visors with tunable laser protection, and cold westher
dothing.

Minimize Medical Injury, if Wounded. If a soldier is wounded, efforts must be made to
prevent fadity or physica disabilities and evacuate the soldier quickly and efficiently to medica
treatment faciliies ~ Casudty reduction messures include firg-aid packets, bodily function
sensors connected to a vehicle, or persona computer/communications system, antidotes, trauma
treatment at the squad/crew level, and escape hatches.

Reduce Fratricide. Reduce the unforeseen and unintentiond death or injury of personnd
resulting from the employment of friendly wegpons and munitions. Soldier and other weapons



systems should be designed with improved antifratricide systems such as identification of friend
or foe (IFF) and Stuational awareness systems.

Reduce Physical and Mental Fatigue. Soldiers must receive proper sustenance and be
equipped with the clothing and equipment that maintain physca cgpabilities and enhance menta
detness. In addition, vehicle, arcraft, and soldier sysslems must not increase physica stress on
the soldier. Relevant measures include lightweight protective clothing, highly nutritious rations
on-board hygiene systems, reduced noise levels, crew comfort, chemicd protective suits that
breathe, and other efforts to reduce anxiety in combat (eg. decison ad sysems and sensor
technologies that provide opportunitiesto deep).

MAKING MAXIMUM USE OF INVESTMENTS

The Army mugt make full use of its previous invesments by mantaining equipment currently
in the force. This means that every effort must be made to improve capabilities through
preplanned product improvements and other upgrade programs before acquiring new systems. In
any case, urvivability enhancements do not have to wait until the next generation of systems is
fidded. Every effort should be made to deveop solutions that can be gpplied with the least
degradation of the Army's mission requirements and & the lowest cost.

LIVE-FIRE TESTING

Federd law and DoD regulations provide specific live-fire testing requirements during the
acquisition process. Federal law* requires that a covered system may not proceed beyond low-
rateinitia production until redistic survivability testing of the system is completed.

The term "redligtic survivability testing’ means, in the case of a covered system (or a covered
product improvement program for a covered system), tesing for vulnerability of the system in
comba by firing munitions likey to be encountered in combat (or munitions with a cgpability
gmilar to such munitions) & the system configured for combat, with the primary emphass on
teting wulnerdbility with respect to potentid user casudties, and, teking into equd
congderation, the susceptibility to attack and combat performance of the sysem. The term
configured for combat refers to a wegpon system, platform, or vehicle loaded or euipped with
al dangerous maerids (including dl flammable and explodves) that would normdly be on
board in combat. Walvers or dternative testing may be gpproved under certain conditions as
prescribed in DoD 5000.2-R.  However, a waver of requirements for redidic survivability
tesing does not diminate the need for survivability testing of components, subsysems and
subassemblies.

The firg sysem to undergo live-fire testing was the Bradley Fighting Vehide Sysem (BFVS)
in 1987. The BFVS had 150 offline tests and 123 full-up live-fire shots. The Army learned much
from thexe live-fire tests. In particular, the contribution of the behind armor debris phenomenon
in caudng casudties and damage to systems and equipment in the vehicle interior was reveded.
This led to the development of spdl liners for the BFVS and dso the M113 armored personne
carier families of vehides which dgnificantly improved the overdl survivability of these
sysems. The Army tet, evauation, and andysis communities have become very adept at

4 U.S. Code. Major Systems and Munitions Programs: Survivability Testing and Lethality Testing Before Full-
Scale Production, Title 10, Section 2366, Washington, DC.
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maximizing the information ganed from live-fire testing while reducing the number and cogt of
these tedts. Over time, greater confidence has been developed in computer smulations and
modeling of the various mechanisms of atack (lethdity). Currently, the emphess is on
component/subsystem and nondestructive testing to reduce the number of very expensive full-up
live-fire tests.

SURVIVABILITY IMPROVEMENT LATERINTHE LIFE CYCLE

Most mgor Army wesgpons systems tend to have very long life cycdles. It is not uncommon
for them to last for severa decades. Severd factors can contribute to this longevity, such as cost
and robustness of the origind design. The M551 Sheridan saw three decades of active duty
savice, despite less than universd satidfaction with its peformance and, in paticular, its
survivability characterisics. The M113 family of vehides (FOV) is 4ill in service after more
than four decades dnce its initid fidding. Today's M113 FOV is an example of how the
aurvivability of a mgor sysem can improve over time. The origind verson of the M113 was
gasoline fueled and was subject to catastrophic loss from fue tank explosons. Conversion to a
died engine was a condderable improvement.  Extensive survivability andyss and live-fire
teing led to the introduction of spdl liners and externd armored fud cdls further improving
the system’'s aurvivability.  Even greater survivability enhancement was achieved with the
development of armor tiles for the M113.

The survivability of magor wegpons sysems with respect to evolving threatls must be
periodicdly andlyzed and reviewed in order to determine when survivability upgrades should be
undertaken and what form they should take. Preplanned product improvements (P3I1) and block
improvement programs ae two means. Other opportunities for improving survivability will
occur during recapitaization events, such as extended service programs, depot overhauls, and
deliberate technology insertion. Devdopment and exploitation of the most promising
survivability technologies with a view toward horizonta insertion across multiple platforms and
desgning with the necessity for changing andlor improving the sydem's survivability
throughout its life cycde offer the opportunity to mitigate the expense while ill improving
survivahility.

TRENDSIN SURVIVABILITY

The current emphass on mobility and deployability is driving a search for more efficient
protection, particularly from baligtic thresis In this case, efficiency relaes to the mass (weight)
or volume of armor, or component redundancy, required to provide a given level of protection.
As the Army trangtions to a repidly deployable combat brigade as part of a full-spectrum force,
a number of gpproaches and platforms will be investigated. These gpproaches will likely range
from the gpplication of more efficient materids, such as titanium or compostes, to explosve
reactive armor. Nontraditional approaches, such as eectronic warfare and active protection,
where threets are deflected while they are till inbound, are dso under investigation.

While there does not appear to be a likely peer threat to emerge in the near- to mid-term, U.S.
systems are likely to be attacked at their most vulnerable points by an adversary’s best wegpons.
Asymmetric thrests are an increasing area of concern. Therefore, increased emphasis on deding
with such threats as wegpons of mass dedruction and, in particular, biologicd and chemica
threats is gppropriate. As a matter of both efficiency and cost effectiveness, U.S. defenses
agang nuclear, biologicd, and chemicad (NBC) threats will, for the most part, be dedt with in
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the joint arena in the future. There are many potentia improvements in the technology base, but
NBC defense will remain avery chdlenging areafor the foreseeable future.

Information  dominance presents both  opportunities and new  susceptibilities  and
vulnerabilities.  The U.S. Army’s digitization effort entals equipping the warfighter with a
digitd data generation and processing capability and access to a seamless digitd data
communications network.  This €effort entalls diminating exising information Sovepipes by
integrating, both horizontdly and verticdly, those communications and information sysems that
support the warfighter.  While this is how to get to information dominance, it dso presents new
susceptibilities and potentid  vulnerabilities.  Where before an attack on an individud combat
vehicle presented a threat only to that system, in the digitized force, an information attack on any
vehicle in the network may pose a threst to an entire network, with the vehicle serving as a
network entry point. Also, the rdiance on commercid off-the-shelf (COTS) hardware and
software in the digitization effort presents chalenges to the security of the digitized force
Reiiance on COTS technologies increases the likdihood that adversaries and potentia
adversaries will have access to information technologies smilar to those the U.S. possesses
Faced with so many potentid forms of attack and means of access to the Army Tactica Internt,
a new gpproach to survivability may be required. This may be based on networks that are
reslient and adaptive rather than undetectable or unassailable.

CONCLUSION

The Army has begun to trangtion into a force that will satisfy current needs to be more
drategicaly responsve and dominant in meeting requirements for smdl scde contingencies
without compromising its mgor theater war cgpability. To achieve this god, the Army will
develop a cgpability, usng avalable sysems and technicd insertions, to provide an interim
solution. The brigade combat team (BCT) optimizes the tenets of this operational concept and
organizational design by achieving the mogt effective badance of force projection and battlespace
dominance, as shown in Fgure I-5.* Invesments will be in today's off-the-shdf technology to
dimulate the development of doctrine, organizationa design, and leader training even as the
search begins for new technologies for the objective force.

One key to achieving this vidon is survivability. The Army intends will derive the
technology that provides maximum protection to its forces a the individua soldier leve
whether, that soldier is dismounted or mounted. The combined gods are to dominate the
expanded battlespace, and at the same time, protect the force.

Survivability anadysis plays an important role in this vison. At the system leve, it provides
combat developers with an understanding of the impact various requirements have on a desgn's
survivability.  For materid developers, it assds in making the cod/effectiveness tradeoffs to
achieve the sygem’'s requirements. Later in a sysem’s life, survivability anadlyss provides the
data needed to assess the impact of changes in threat and what can or must be done about them.
The ultimate vdue of survivability andyss is to quantify information for leaders and decison
makers s0 that risks to soldiers and wegpon systems can be understood and decisions can be
made effectively.
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Figurel-5. Achieving For ce Effectiveness.
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